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Computer Fundamentals and Operating System

Introduction to Computer and its characteristics, History of computer, Major components
of computer, Generations of Computer, Block diagram of Computer System, Input and
output devices, Central Processing Unit, Storage unit, Primary memory, Secondary
storage. Definition, Development and Functions of Operating System (OS), Functional
Architecture of OS, Types of OS, Network and distributed OS, definition of processes
and threads, Concepts of Parallel and Distributed Processing, Disk Allocation and
Scheduling Methods, Basic Memory Management strategies, Virtual Memory
Management Techniques, Disk Partitioning and Formatting Introduction to BIOS and
firmware, Updating and configuring BIOS settings, Firmware and OS booting,
Installation of OS, Basics Disk Operating System commands, and introduction to Open
Source Software (OSS).

Computer Programming, Systems and Application Software

Types and generation of programming languages, properties of procedure oriented and
object-oriented programming, importance and application of object-oriented
programming. Definitions, importance and applications of system and application
software. Importance and application of word processing, PowerPoint and spreadsheet,
fundamentals of utility software.

Cryptography and Cyber security

Definition of cryptography, plain text, cipher text, fundamentals of symmetric and
asymmetric key cryptography, Threats to Computer, Malware and its types, Virus
Scanning and Cleaning, Antivirus and Antimalware Software, Firewall and its use,
Ethical Hacking, Cyber-crime and Computer ethics, Data Backup and Disaster Recovery,
File Protection and Personalization, Software Updates and Patch Management and User
account creation in Windows OS

Computer system/Data Security: Password, Authentication and Authorization, Attacks
and information theft, Cyber Security, Firewall, IDS and IPS, VAPT, Digital Signature:
Concept and applications.

System Analysis and Design

Definition of key terms: System, Analysis, Design, Stakeholders, and System
Development Life Cycle (SDLC), Phases of SDLC, Model of SDLC, roles of system
analyst, Understanding functional vs. non-functional requirements, Risk assessment and
management in systems development projects, Introduction to Data Flow Diagrams
(DFDs), Constructing Context Diagrams and Level 0 DFDs, Designing user interfaces
(UI) and user experience (UX), Use of Unified Modeling Language (UML) for designing
systems, Importance of proper documentation: User manuals, system documentation, and
maintenance logs.
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Computer Network

Network Topologies (bus, star, ring, mesh, tree, hybrid), Networking Devices: Repeater,
Hub, Switch & Router, Reference models (OSI and TCP/IP), IPv4 and IPv6 Addresses
and their types, Unicast and multicast routing protocols, traffic shaping and congestion
control technique, Wi-Fi and Bluetooth fundamentals, DNS (Domain Name Server),
Internet and Intranet, Ethernet/Fast Ethernet port and optical fiber port, VPN and VLAN,
Cloud computing, data center and disaster recovery, Power management in data center,
introduction to Software-Defined Networking (SDN), Quantum networking
fundamentals.
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Database Management System (DBMS)

Data and database structure, Entities, attributes, relationships, and cardinality, Database
types, Relation between application and database, Basics of Entity-Relationship (ER)
Diagrams, Converting ERDs into database schemas, Concept and importance of
normalization, Database as a storage, managing DB, DB recovery techniques.

Computer Hardware and Troubleshooting

Computer hardware overview, Motherboard: Types, Block Diagram, Identification of
Ports, Chip, Slots, Connector, Section, CPU: CPU Socket details, Types of CPU,
Identification, and Basic Terminology of CPU, RAM: Identification of RAM, RAM
Operating Voltage, SMPS: Concept of Current, SMPS pin details, SMPS Voltage, Testing
of SMPS, how to use multimeter, Testing of Power Cable, Hard disk: Hard disk Types,
Identification of Hard disk, Jumper Setting, Warranty, Measuring concept, CD/DVD
Drive: Assembling/Dissembling of CD/DVD Drive, Types of CD/DVD Drive, Repairing
of CD/DVD Drive, Jumper Settings, Computer Peripherals (Printer, Scanner, Plotter,
Monitor, webcam), Printer Setup in Desktop and Network, Power System and backups,
Power supply unit (PSU), UPS: Types, How UPS work, Measurement, Testing of UPS,
Battery concept, Power requirements for computer installation, Environmental
conditioning requirements for computer installation, Validating the Computer System
Specification, Connector types (RJ45, HDMI) and associated cables, Installation and
Troubleshooting of operating system (Windows, Linux, etc.), Installation of Device
Drivers, Configuration and Installation of Application Programs and System Restore,
Data Backup: Concept and Methods, Laptop Computers, special purpose computers like
Hand Held Meter Reading Device, Smart Energy Meters, CMOS/ BIOS settings,
input/output devices, AC and DC Supply, Volt Guard, AC to DC conversion and Rectifier,
Single Phase and three Phase AC supply identification, Requirement of Earthing system

Internet, WWW and Web Browsers

Internet, Intranet and Extranet, Web Browsing Software and Cookies, Search Engines,
Understanding URL, Internet service providers, IP interconnection, introduction to VoIP,
Internet exchange point (IXP), overview Packet clearinghouse, understanding email
server and email clients, PoP, IMAP and SMTP, Instant Messaging and Collaboration,
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Simple web design using HTML, CSS and Java script, Rendering of Webpages, Private
Cloud and service, Web Hosting, Security and IT auditing.

9. ICT in Nepal

ICT Development status in Nepal and its Challenges, National Information
Communication Technology Policy, 2072, Broadband Policy, 2072; Electronic
Transaction Act, 2063; National Cyber Security Policy, 2080; Digital Payments and
Digital Financial Services; e-payment System in Nepal; E-governance in Nepal; Digital
Nepal Framework; Challenges for NEA in office automation; Current IT Policy of NEA;
Online recruitment system, e-attendance, consumer complaint and service and online
electricity bill payment system in NEA .
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